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Abstract-  
 
The key is the important part at any security system because it 
determines whether the system is strength or weakness. This paper 
aimed to proposed new way to generate keystream based on a 
combination between 3D Henoun map and 3D Cat map. The principle 
of the method consists in generating random numbers by using 3D 
Henon map and these numbers will transform to binary sequence. 
These sequence positions is permuted and Xoredusing 3D Cat map. 
The new key stream generator has successfully passed theNIST 
statistical test suite. The security analysisshows that it has large key 
space and its very sensitive initial conditions. 
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1. Introduction 

Generating random numbers are mainly used to generate secret 
keys or random sequences and it can be carried out by many different 
techniques such as chaotic maps. In recent years many pseudo 
random numbers or sequences generators are proposed based on 
chaotic maps. In [1] the Chaotic Linear Congruentlygeneratorcalled 
CLCG is proposed as a pseudo random number generator and shows 
that what chaotic features of the Discrete Logistic Map are utilizable for 
creating pseudo random numbers in cryptographic perspective. The 
reference [2] proposed new method based on two main operations one 
to create chaotic values utilizing two logistic maps and the second to 
transform them into binary words utilizing random S-Box tables. In [3] 
new pseudo random number generator is proposed based on the 
Chaotic Henonmap. This paper hows that what chaotic Henon Map 
features are Exploited for using as pseudo random numbers 
generatorin cryptographic. Three logistic maps in [4] are cumulated in 
the algorithmic to produce anovel pseudo- random bit generator and 
32 arbitrary bits block is createdat each iteration. By mixing chaotic 
maps produced from an input main vector, a new pseudo-random 
number generator (PRNG) is proposed [5]. The algorithm uses a 
chaotic function for permutations where it computes and indexes new 
positions based on linear congruence’s. Three 1D chaotic maps in [6] 
are used to create key stream and the key stream correlation 
propertiesare studied and analyzed. The Jacobian elliptic chaotic maps 
and standard map are used to create new pseudorandom number 
generatorby producing binary sequence from cn and sn types of elliptic 
chaotic maps [7]. This binary sequence location isdiffused utilizing 
standard map. 

 In this paper newkey stream generator is proposed based on a 
combination between 3D Henon map and 3D Cat map and it is called 
Chaotic Key Stream Generator (CKSG). The basic idea of 
CKSG is to iterate the 3D Henon map many times until the three 
outputsproduce three binary sequences of same length. The three  
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sequences are permuted and Xored using 3D Cat map and produce 
one sequence of 72-bits length.  The choice of using 3D Henon map 
and 3D Cat map is to enlarge the system complexity and makes 
difficulties for an attacker to concentrate sensitive information from the 
output.  The proposed generator has a number of advantages which 
are: high sensitiveness to initial values, high degree of randomness 
and great throughput.  

Whatever is left of paper is sorted out asSection 2displays the 
description of the chosen chaotic maps. Section 3displays a detailed 
description of proposed CKSG. The statistical analysis is discussed in 
Section 4. The security analysis is given in section 5 before 
conclusions. 

 
2. chaotic maps  

Chaos-based encryption innovation has been examined for 
decades and it has turned into a significance branch of cryptography. 
Some of specific properties of chaos system that make it good choice 
for cryptography aresensitivity of  initial parameter, unpredictable, and 
so on.., while it is deterministic, so it very appropriate to be utilized as 
generator of key stream for stream cipher system[6]. In proposed 
CKSG, two chaotic maps which are 3D Henon map and 3D Cat map. 

 
2.1 3D Henon map 

3D Henon map is a simple three dimensional quadric autonomous 
system that can be represented by the equation [8]:     

𝑥𝑥𝑖𝑖+1 = 𝑎𝑎 − 𝑦𝑦𝑖𝑖2 − 𝑏𝑏𝑧𝑧𝑖𝑖
𝑦𝑦𝑖𝑖+1 = 𝑥𝑥𝑖𝑖    
𝑧𝑧𝑖𝑖+1 = 𝑦𝑦𝑖𝑖  

                       (1) 

The system is discrete over time, its state portrayed 
by(𝑥𝑥𝑖𝑖,𝑦𝑦𝑖𝑖 ,𝑧𝑧𝑖𝑖)where the iteration number is represented by i. In any new 
iteration i+1, the state (𝑥𝑥𝑖𝑖+1,𝑦𝑦𝑖𝑖+1,𝑧𝑧𝑖𝑖+1) is computedby using(𝑥𝑥𝑖𝑖,𝑦𝑦𝑖𝑖 ,𝑧𝑧𝑖𝑖).This 
paper usesa = 1.76 and b =0.1. The generator initial value would be a 
set of incessant values (𝑥𝑥𝑖𝑖,𝑦𝑦𝑖𝑖 ,𝑧𝑧𝑖𝑖)selected within the range [-1.18 , 1.85] 
for each output state 𝑥𝑥𝑖𝑖+1,𝑦𝑦𝑖𝑖+1 𝑜𝑜𝑜𝑜  𝑧𝑧𝑖𝑖+1[8]. 

The 3D Henon map has reversibility and simple geometric insight. 
In addition, it will decrease the errors in calculation because of its 
coefficient is an integer. 

2.2 3D Cat map  

Arnold cat map is a special chaotic map. It has important property 
which isthe permutation of the location of bits [9]. Many authors have 
proposed the improved 3D Arnolds Cat Map.  Hongjuan Liu et al. [10] 
enhanced 3D Cat Map by presenting four control parameters a, b, c 
and d as shown in the following equation:- 
 

x1 = (x0 + y0a   )mod N                                 
y1 = (x0b + y0(ab + 1)mod N                   
z1 = (x0c + y0d + z0)mod N                       

                       (2) 

 

Here  𝑥𝑥0,𝑦𝑦0, 𝑧𝑧0 represents the original location of bits and 
𝑥𝑥1,𝑦𝑦1, 𝑧𝑧1represents theposition of the bits after the Cat Map 
transformation and the(a, b, c and d) represent the control parameters 
which are any integer number. 
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3. The Proposed chaotic key stream generator (CKSG)  

The proposed CKSG comprises of the following main steps:- 

• Step 1: Input the initial value (𝑥𝑥0,𝑦𝑦0,𝑧𝑧0)and the control 
parameters values which are a =1.76 and b =0.1 to the 
Henon map equation (1). Theinitial values (𝑥𝑥0,𝑦𝑦0,𝑧𝑧0) are 
floating point numbers with precision of10-16. 

• Step 2:The Henon map is iterated100 times and overlook 
the outcomes, so as toremove the chaotic transient effect. 

• Step 3: Do the following steps:   
A. Iterate the Henon maps one time. 
B. Convert the three floating point outputs to binary 

sequence by repeating multiplying the number 
after decimal by 2 until it becomes 1.0. 

C. If the three binary sequences have the same 
length which is 80 bits then continue otherwise 
return to step A. 

• Step 4:Cut 24- bits the three resulted sequence in the 
following way:cut the first 8 bits from the first binary 
sequence,cut 8 bits from the middle of second binary 
sequence and finally cut the last 8 bits from third binary 
sequence.  

• Step 5:These 24-bits are divided into 4 6-bits integer 
numbers that serves as the four control parameters of the 
Cat map equation (2). 

• Step 6:The remaining 72 bits in each binary sequence are 
Xordin the following way: 

A. Iterate the Cat map one time and results three 
different locations in rang [1..72]. 

B. The bit in first location in first binary sequence is 
Xored with the bit in second location in second 
binary sequence and with the bit in third location in 
third binary sequence. 

C. These two steps A and B are repeated for all 72-
bit binary sequences and result one 72-bits binary 
sequence. 

• Step 7: Repeat from step 3 until it reached to the desired 
number of bits. 
 
 

4. Performance analysis  
The output sequences must have a high degree of security, 

randomness and be absolutely decorrelated from each other.  Some 
cryptographic tests must be performed to gauge the degree of security 
and analyze the performance of the proposed CKSG.  

 
4.1 Statistical Analysis   

The output binary sequences should show independently a high 
degree of randomness and be decorrelated with each other, whatever 
the initial values. So that a statistical analysis should be coordinated to 
exhibit the quality and nature of the pseudorandom binary sequences. 

 
1. Randomness test  

This analysis isapplied through statistical tests suite NIST [11]. 
This testing is accomplished on binary sequences created from close 
seed values. The testing was performed by creating 1000 of various 
binary sequences each of which has length 10000bits. Each sequence 
is produced utilizing various initial values. The initial values are 
dispersed in the interval[-1.18….1.85]. All 1000 sequences that 
produced by the proposed CKSG are testedutilizing the NIST statistical 
package. NIST consists of 15 tests. In each test, a set of p-value is 
calculated and compared to a fixed signicance level α= 0.01(i.e., just 
1% of the generated sequences are anticipated to be not passed). If 
the p-value ≥ α, a statistical test is passed and fails otherwise.For 
multiple sequences that tested at the same time, a ratioηis defined 
each test as the proportion of sequences passing successfully. The 

ratio η is compared to an acceptable ratiowhere scope of satisfactory 
proportions isdictated by utilizing the confidence interval defined as 

p ± 3�p(1 − p)/n                           (3) 
Where p = 1- α = 0.99 and n is the number of sequences. The 

NIST tests are performed on two types of sequences: individual 
sequences, concatenate sequence. 

The randomness of proposed CKSG is analyses by partitioning 
theNIST tests into two groupsbasedon the length of generated 
sequences. The tests that must be performed on the sequences of 
length >= 100 bits represent the first group while tests that must 
beperformed on the sequences of length >= 100  represent the 
second group. So, 1000 individual sequences are generated each of 
which has 10000 bits. The individual sequences are tested by using 
the first test group. And twoconcatenate sequences are generated 
each of which created by concatenating 500 individual sequences (i.e. 
each concatenate sequence has length of 5000,000 bits). The 
concatenate sequences are tested by using first and second test 
groups.   
For individual sequences, the ratioη is:0.99 ± 3�0.99 × 0.01/1000   =
0.99 ± 0.00944.  This means that the ratio should be in the confidence 
rang [0.99944..0.98056]. Table 1 and Table 2 shows the results of 
NIST tests that performed on the two groups.  
 
2. Correlation test  

Correlation test is to review the correlation between the generated 
key stream sequences. This can be achieved in two ways: - 

A. Pearson's correlation coefficient is computed between each 
pair of generated sequences to analyses the correlation 
between them [12].  Let atwo of sequences specified 
by:Str1 =  [x1, . . . , xN] andStr2 =  [y1, . . . , yN]. Hence, the 
corresponding correlation coefficient is [12]: 

𝐶𝐶𝑠𝑠𝑠𝑠𝑜𝑜1,𝑠𝑠𝑠𝑠𝑜𝑜2 =
∑ (𝑥𝑥𝑖𝑖 − �̅�𝑥). (𝑦𝑦𝑖𝑖 − 𝑦𝑦�)𝑁𝑁−1
𝑖𝑖=0

[∑ (𝑥𝑥𝑖𝑖 − �̅�𝑥) 2𝑁𝑁−1
𝑖𝑖=0 ]

1
2. [∑ (𝑦𝑦𝑖𝑖 − 𝑦𝑦�) 2𝑁𝑁−1

𝑖𝑖=0 ]
1
2

                    (4)   

Where the mean values of Str1 and Str2 are:   �̅�𝑥 =
∑ 𝑥𝑥𝑖𝑖/𝑁𝑁−1
𝑖𝑖=0 𝑁𝑁And  𝑦𝑦� = ∑ 𝑦𝑦𝑖𝑖/𝑁𝑁−1

𝑖𝑖=0 𝑁𝑁. 
Pearson's correlation coefficient is computed between each two 
of the 1000 generated sequences to find the correlation between 
them. Figure 1shows the histograms of the coefficient results. 
The histogram demonstrates that the processed coefficients are 
near 0. This implies around 99.99% of the coefficients have a 
place with [-0.045, 0.045] and the correlation between the 
generated sequences is little. 

 
B. Hamming distance is computedin order to find the correlation 

based straight on the bits of sequences. Given two binary 
sequences S = [s0, … … , sM−1]and S′ = [s′0, … … s′M−1]of same 
length (M). The Hamming distance is the quantity of locations 
where they vary, i.e., the quantity of locations where one has a 0 
and the other a 1 [13]. The distance is given as: 

d�S, Ś� = �(sj⨁śj

M−1

j=0

).                                       (5) 

The binary sequences are truly randomwhen the normally 
distance is around M/2, which gives an attribution (i.e. d(S, SP

׳
P) / 

M) of about 0.50. The bits of 1000 generated sequences are 
tested using Hamming distance andFigure 2 shows a histogram 
of all resulted valuesof Hamming distance. The distributions 
demonstrate that every one of the attribution are around 50% 
and 99.98% of the coefficients are belonging to [0.482, 0.52]. 
This testing gives another sign about the decorrelation between 
the created sequences. 
 
 
 
 

4.2 USecurity analyses 

All the basic purposes of the cryptosystem and cryptographic necessities should be considered when the examination of theproposed CKSG [7]. The 
analyzed points are: - 
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1. Key space analyses 

Keeping in mind to make brute-force attacks infeasible, the 
proposed CKSG should to have a big key space. The size of key 
space that is littler than 2128   is not secure adequately. Here, the key 
space is consist of the Henon map parameters (𝑥𝑥0,𝑦𝑦0,𝑧𝑧0)which are 
floating point numbers, where 𝑥𝑥0,𝑦𝑦0,𝑧𝑧0ϵ [-1.18,1.85]. If each of  𝑥𝑥0,𝑦𝑦0,𝑧𝑧0 
has precision of 10-16, the size of key space for initial values is 2160  
((1016)3) . Moreover the Cat map control parameters a, b, c & d ϵ [0 
..63] are integer number where every parameter has 64 (26) possible 
keys. So the total space of keys is 2160 +(26)4=2184. 

 
2.  Key sensitivity analyses 

The sensitivity to the change of key parameters is imperative for 
any key stream generator [7]. The sensitivity on the key is fundamental 
element for the pseudo-random generation. In other words, a little 
different on initial values, the output binary sequences should be\totally 
uncorrelated. 

To guarantee the sensitivity of the key, twotestsareperformed 
utilizing Pearson's correlation coefficients and Hamming distance. Four 
large binary key stream sequences S1, S2, S3, S4 are generated from  
a little various initial values in which each one haslength of N 
=1000,000 bits.  

 
S1 is generated by using the initial values XR0R=0.7435681012324872, 
YR0R=-1.1217564322658924, ZR0R=1.6910245678205533.  
S2 is generated by using the initial values XR1R=0.7435681012324873, 
YR1R=-1.1217564322658923, ZR1R=1.6910245678205534.  
S3 is generated by using the initial values XR2R=0.7435681012324874, 
YR2R=-1.1217564322658922, ZR2R=1.6910245678205535.  
S4 is generated by using the initial values XR3R=0.7435681012324875, 
YR3R=-0.1217564322658921, ZR3R=1.6910245678205536.  
 
Table 3 shows the results of Pearson's correlation coefficients and 
Hamming distance which demonstrate that the generated sequences 
are uncorrelated from each other. 

 
 
3. UBrute-force attack 

It is an attack that can be theoretically utilized against any type of 
key stream generator.  Such attack is generally used, when it is 
unrealistic to recognizeany shortcoming in thealgorithm that would 
make the task simpler.The methodology of the attack is easy and 
includes checking methodically every conceivable key until the first key 
is acquired.A large key space permits to discomfit such type of attack. 
It is by and large acknowledged that a key space of sizebigger than 
2P

128
P is computationally secure against such attack [4]. In the proposed 

CKSG, the size of the key space is around 2178which clearly permits 
opposing the brute force-attack. 

4. UDifferential Attacks  

Such methodof cryptanalysis was presented by Biham and Shamir .Its 
guideline is to investigate and exploit the impact of a little variety in 
input pairs on the difference of corresponding output pairs. This 
methodpermits finding the most probable key that was utilized to 
generate the key stream sequence [14]. The same four large binary 
key stream sequences (SR1R, SR2R, SR3R, SR4R generated from slightly different 
initial values) each of which has length of N =1000, 000 bitswith a 
specific end goal to analyses the security of the proposed CKSG 
algorithm against differential attack.These sequences arerepresented 
as pairs of 8-bits binary sequences with sizes of N =1000, 000 bits. 
The sum of absolute difference between a pair of sequences is 
calculated using the following equation[2]: 
 

 𝑆𝑆𝑆𝑆𝑆𝑆(𝑆𝑆1, 𝑆𝑆2) =  1
𝑁𝑁
∑ |𝑆𝑆1−𝑆𝑆2|

28
𝑁𝑁
𝑖𝑖=1                   (6)              

 
The result of SAD is shown in Table 4. If  SAD value is very close to 
ideal value of  1/3 then the test result shows that the proposed CKSG 
is very sensitive to the keys and it can highly resistive this kind of 
attack. 
 
 
 

IJSER

http://www.ijser.org/


International Journal of Scientific & Engineering Research, Volume 8, Issue 1, January-2017                                                                                        2119 
ISSN 2229-5518  

IJSER © 2017 
http://www.ijser.org 

 
 
 
4.3 Speed analysis 

Another essential side for any CKSG is the algorithm execution 
time. In real-time applications, the temporal limitation in the 
implementation of algorithm is as essential as the consequence of this 
algorithm. The speed performance analysis is analyzed on a personal 
computer withntel(R) Core(TM) 2 Duo CPU T8100@ 2.10 GHZ 2.10 GHZ. 
The algorithm is implemented using Visual Basic.net 2015.  In this 
analysis, five binary sequences of different lengths are generated and 
their execution time is calculated. If the sequence length is increased 
the time is increased in a linear relationship. The Table 5 shows the 
performance in terms of speed of the proposed CKSG algorithm. 

 

 
 

5. Comparative study of proposed CKSG 
The proposed CKSG is compared with the PRBG proposed by 

Reference [4] which we will named as PRNG1and PRBG proposed by 
Reference[15]which we will named as PRNG2. The difference between 
the proposed CKSG andPRBG1 and  PRBG2 is made on numbers of 
factors which include key space, number of bits in each iteration, the 
result of NIST test and the result of correlation coefficients. Table 6 
shows the result of comparison.  

The key space of proposed CKSG is greater than that of PRNG1 
and PRNG2.The number of bits in each iteration of proposed CKSG is 
72 bits in each iteration. This means that the proposed CKSG is faster 
than PRBG1 and PRBG1. The quality of the output sequences 
randomness is evaluated through NIST tests. The output sequences of 
proposed CKSG and PRNG1 and PRNG2 are random with large 
values for the tests. The correlation histogram of proposed CKSG 
shows that the around 99.99% of the coefficients belong to [-0.045, 
0.045] and the correlation between the generated sequences is very 
small. In PRNG1around 99:56% of the coefficients belong to [-0.1, 0.1] 
while in PRNG2 around 99:02% of the coefficients have an absolute 
value littler than 0.08. This means that the correlation between 
generated sequences using proposed CKSG is very low. 
 

 
 
 
6. Conclusions  
In this paper, a chaotic key stream generator based on the 3D Henon 
map and 3D Cat map is proposed. The initial conditions (𝑥𝑥0,𝑦𝑦0,𝑧𝑧0) are 
the input to the 3D Henon chaotic map. The Henon chaotic map is 
iterated to produce binary sequence of same length. 3D Cat map is 
used to diffuse the binary sequence. 72-bit is generated in each 
iterated of the proposed generator. The proposed CKSG has capability 
to generate a very large number of key stream sequences which can 
be beneficial in many applications in cryptographicsince it has 
numerous attributes which are the large key space size, the algorithm 
sensitivity to the initial values (keys), the quality of the produced key 
stream sequencesand thedegree of security versus several attacks. 
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